Abstract. The hidden node problem is a well known phenomenon in wireless networks. It occurs when two nodes transmit which are out of range of each other, but both within range of at least one of the intended recipients. This results in a non-delivery which is generally only detectable by the sender due to a lack of acknowledgement. In this paper we explore the performance of IEEE 802.11 b and g subject to hidden nodes using the stochastic process algebra PEPA. We show that faster transmission yields better maximum throughput and the slower the speed of transmission relative to the inter-frame spacing (IFS) duration, the greater the probability of collision in transmission.
Introduction
The IEEE 802.11 family of protocols has become the standard for wireless local area networks [1, 13] . The different protocols within 802.11 (a/b/g/n/ac) all have a similar structure, but are defined to work over different ranges and at different transmission rates. For example, IEEE 802.11b operates at up to 11Mb/s in 2.4 GHz, while 802.11g enhances the data rates up to 54 Mb/s within the same bands [20] . Clearly, greater a greater transmission speed should result in greater throughput. However, there are topological effects which mean a given network might not be able to maintain the optimal performance for all nodes. For example, in our previous work [2, 3] , we considered a situation where a node attempting to transmit might always be out competed by its neighbours, leading to an unfair sharing of network bandwidth. In this paper we consider another topological effect which affects performance, the hidden node problem.
The hidden node problem is well known in wireless networks. It arises when two nodes attempt to transmit which are out of range of one another (and hence cannot detect each other's transmission) but one or both of the intended recipients is within range of both transmitting nodes. Thus the recipient will only hear the distorted signal created by the interference of the overlaid transmissions and cannot therefore recieve the its intended message. In the general case, the transmitting nodes will not be able to detect this interference and so will not know that there has been a collision. In some protocols the recieving node might transmit a jamming signal, which would have the effect of resetting any transmissions. However, it is more likely that the transmitting nodes will only know that their message was unsuccessful because they will not recieve an acknowledgement from the recipient. They will then attempt to resend the failed message, with possibly the same outcome. It should be clear that there is no simple way to avoid the hidden node problem and that it may have a significant effect on network performance. As such modelling situations with hidden nodes is clearly of practical interest.
In this paper we explore a model of the hidden node problem in IEEE 802.11 b and g where access is controlled by the Distributed Coordination Function (DCF). The DCF is the de-facto standard at the MAC (Medium Access Control) layer of IEEE 802.11. IEEE 802.11 b and g use CSMA/CA (Carrier Sense Multiple Access/Collision Avoidance) to try to minimise the occurrence of collisions between simultaneously transmitted data. However, CSMA/CA is only effective when nodes can detect other transmitting nodes, which is not the case if a competing node is out of transmission range. Hence, in our model no signal will be detected before transmission and so if the other node is already transmitting then a collision will definitely occur. Once the collision is detected (through the lack of an acknowledgement) then the node will enter its backoff process in an attempt to avoid a repeated of the collision.
Performance modelling has been employed successfully to evaluate the performance of (current and future) networking systems for many decades. There have been many attempts to model different aspects of 802.11 using a wide variety of methods. The majority of these studies have used simulation, which can give a good indication of predicted performance, but provide limited insight on the behaviour which leads to this performance. Formal modelling techniques, such as stochastic process algebra, allow the modeller to reason about properties of a model via explicit naming of components and actions, but constructing large process algebra models with complicated internal component behaviours is a difficult task. As a result there are only a few of published studies which have used process algebra to model aspects of 802.11 [2, 3, 7, 17] . Our model is defined using the stochastic process algebra PEPA [14] based on an existing model of IEEE 802.11b by Kloul and Valois [17] . We extend the previous work by also considering IEEE 802.11g, which uses the same method but differs in its transmission rates and inter-frame spacing (the delays incurred between actions). We further compare the results obtained from 802.11 g with those from 802.11 b and show some interesting similarities in performance profiles.
The structure of this paper is organised as follows: Section 2 includes a background and related work to give an overview of IEEE 802.11 and PEPA. The model and basic access mechanism that we used in PEPA for our model is shown in Section 3. The parameters that we have used are shown in Section 4. The results and figures are discussed in Section 5 for both 802.11b and g protocols. Finally, conclusion and future works are provided in Section 6. The availability of wireless local area networks (WLANs) has increased dramatically over recent years due to the advantage of low installation cost, easy sharing and increasingly high speed. The 802.11 protocols have been deployed widely in wireless devices and have been used commonly as a basic standard for WLANs [1] . The different protocols (a/b/g/n/ac) all have a similar structure, but different operating ranges (power, data rate, frame length etc) [16] . As the data rate increases these protocols employ increasingly more sophisticated mechanisms. As a consequence of the proliferation of these protocols, there have been many performance studies considering different properties and issues [6, 21] . IEEE 802.11g was introduced in 2003 as a compatible extension to IEEE 802.11b over the 2.4 GHz frequency [22] . Vucinic et al in [25] considered the performance degradation in 802.11g in terms of access delay for dissimilar nodes and throughput, as they analysed collision probability, channel access delay and throughput. Kuptsov et al assessed fairness in 802.11g by studying the backoff and contention window mechanisms [19] . Here poor fairness arises as unsuccessful nodes are obliged to remain unsuccessful in term of channel access, while the standard backoff protocol allows successful nodes are able to access the medium successfully for long periods. In our previous work [2, 3] analysed the (un)fairness of 802.11b/g due to pathologic topological effects, but we did not consider the hidden nodes scenario.
A small number of analytical studies have been proposed considering the effect of the hidden nodes on the performance of IEEE 802.11. An analytical model has been presented in [26] to derive the saturation throughput of MAC protocols based on RTS/CTS method in multi-hop networks under the assumption of heavy traffic load. In [24] the throughput of the IEEE 802.11 DCF scheme with hidden nodes in a multi-hop ad hoc network was analysed when the carrier sensing range is equal to the transmission range. Hou et al [15] undertook an analytical study to derive the throughput of IEEE 802.11 DCF with hidden nodes in a multi-hop ad hoc network. The main drawback of this work is that the state of retransmission counter is not taken into account when obtaining the collision probability. A simple analytical model has been presented in [26] to derive the saturation throughput of MAC protocols based on RTS/CTS method in multihop networks. The model was only validated under heavy traffic assumption. Ekici and Yongacoglu [9] proposed an analytical model for IEEE 802.11 DCF in symmetric networks in the presence of the hidden nodes and unsaturated traffic. The model assumes that the collision probability is constant regardless of the state retransmission counter. Younes and Thomas [29] presented an SRN model of IEEE 802.11 with hidden nodes and multiple hops. One advantage of a formal model such as this is that different protocols can be compared and models can be adapted as new versions of the protocol are developed.
Slowly, IEEE 802.11n is replacing the old protocols, although it still coexists with others, such as IEEE 802.11g. Although this paper only considers IEEE 802.11b and g, the results are still of interest in IEEE 802.11n. Galloway [11] has studied on the effects of coexisting both 802.11n and 11g in wireless devices. IEEE 802.11n is MIMO "Multiple Input, Multiple Output" antenna provides higher speed, wide range and reliability over IEEE 802.11b/g. Many researchers have studied IEEE 802.11n in terms of PHY values to increase the higher data rates and MAC enhancements to reduce overhead via various aspects such as single with multiple rates and ACK with delay ACK [28, 10] .
PEPA
Performance Evaluation Process Algebra (PEPA) [14] is a process algebra which provides a useful modelling formalism to investigate properties of protocols and other well defined systems like multimedia applications and communication systems. PEPA models are specified in terms of components which interact through shared actions. In PEPA, actions have a duration which are determined by a rate parameter of the negative exponential distribution. It is shared actions, where a rate may be given by one or both interacting components and the shared rate is determined by the slowest participant. In network protocols, components can be network nodes and the transmission media and shared actions can be thought of as the transmission of messages (packets) from one node to another through the medium. The combination of all components into a single system gives rise to labelled transition system where the transitions between states are negative exponentially distributed actions, hence the resultant system is a continuous time Markov chain (CTMC). The PEPA Eclipse Plug-in tool [12] supports a range of powerful analysis techniques for Markov Process (CTMC), systems of ordinary differential equations (ODE) and stochastic simulation which allows modellers to derive results (both transient and steady state) with relative ease.
Despite the benefits of PEPA, there are few examples in the literature where it has been used to study IEEE 802.11 especially the 802.11n. Argent-Katwala et al [7] studied WLAN protocols and performance models of the 802.11 in terms of its QoS based on PEPA. They argued that most of the technologies have been developed to enhance the reliability of computer networks. In wireless communication protocols security is mandated needs in exchanging data, which must be delivered within a specific time. They used PEPA to find properties which cannot be easy to find manually in term of computing quantitative, passage time and increase higher probability for performance demands. Sridhar and Ciobanu [23] used PEPA and π-calculus to study DCP within IEEE 802.11, which uses (CSMA/CA) and backoff mechanism. They analysed the handoff mechanism and channel mobility. Kloul and Valois [17] developed two models of network topologies which have an affect on the performance of IEEE 802.11b. In one scenario they considered unfairness caused by competing neighbours and in the other scenario they considered the hidden node problem. They validated their results using simulation. Abdullah and Thomas [2] extended the analysis of neighbourhood competition in 802.11b and then extended it to 802.g [3] . More recently they have considered the effect of variable frame transmission duration on fair-ness [4] . In this paper we extend the hidden nodes model of Kloul and Valois [17] to consider 802.11g and compare results against 802.11b.
The model

Basic Access mechanism
The Basic Access (BA) method is widely used with the IEEE 802.11 protocols. Fundamentally, it cooperates in one of two different modes. The first mode is Point Coordination Function (PCF ) and the second mode is Distributed Coordination Function (DCF ). PCF needs a central control object and DCF is based on CSMA/CA. The basic access mechanism in 802.11b and g is DCF, which is a common technique used up to 802.11g [5] . The DCF mechanism specifies two techniques for data transmission, which are the basic access method and two way handshake mechanism, in this study we focused on the basic access method. In a WLAN, a node senses the medium to discover if it is free to use; if so, then the node can make its transmission. On successful receipt, a receiving node will transmit an acknowledgement (ACK ). However, if two nodes within transmission range attempt to transmit simultaneously, then collision occurs resulting in an unsuccessful transmission and an initiation of the backoff algorithm. An unsuccessful node waits for a random time (backoff) in the range [0, CW ], where the contention window CW is based on the number of transmission failures. The initial value of CW is [31] for 11b and [15] for 11g and it is doubled after every unsuccessful transmission, until it reaches to the maximum number [1023] (see [8, 16] for detailed explorations of the backoff algorithm). CW returns to the initial value after each ACK received. When the backoff period has expired, the node again senses the network to see if it is free to use. The aim of the backoff is to try to avoid repeated collisions between competing nodes, as it is unlikely that two nodes will choose the same random backoff period. The more collisions occur, the larger the contention window and hence the less likely that another collision will occur. If the medium is sensed to be busy then the node will wait for a period before retrying. This is so that multiple waiting nodes will not immediately try to transmit once the medium is quiet, which would obviously cause a collision (see [18] ).
If all nodes can hear all other nodes, i.e. they are all within sensing range of each other, then the BA method will eliminate almost all collisions. There would still be a very small window when collisions could occur, which would be the time it takes a signal to traverse the sensing range, but this would be relatively insignificant in such small high speed networks. However, in practice most networks cover a much larger area than the sensing range of a single node. Therefore there is a possibility that two nodes which lie outside each other's sensing range will choose to transmit simultaneously to nodes which are within the transmission range of both senders. Thus, although the senders cannot hear each others transmission, an intended recipient will hear both transmissions overlaid. This results in interference and hence the non-delivery of the frame.
Such a frame would clearly not be successfully received and so an acknowledgement would not be sent. The sending nodes would wait for an acknowledgement for a period and then start the backoff process once determining that the acknowledgement is not forthcoming. This scenario characterises the hidden node problem. Clearly, each transmitting node cannot sense the other and therefore such collisions are inevitable and consequently bandwidth is wasted and there is an impact on performance. 
Scenarios with a PEPA
In this section we present the model of hidden nodes in the 802.11b/g, as illustrated in Figure 2 , by using PEPA. The PEPA model is similar for both protocols with having some different parameters and they are consistently attempts to occupy the medium. We used the same model to study for 802.11b and 802.11g protocols.
Hidden nodes scenario In this study the hidden nodes scenario is modelled as two communicating pairs of nodes, PairA and PairB, which interact over a transmission medium MediumS. This scenario is not free of collision and it happens when each pair attempts to transmit simultaneously (as they cannot sense each other). While the first node is "listening" on the network it can access the channel as it is free to send any packets, meanwhile, the second one cannot sense the medium is occupied by the first one as its hidden. PairA1 and PairB1, PairA1 and PairB2 and PairB2 and PairA2 are independent respectively, see 
= (collision, rc).MediumS
The complete system: In this PEPA model all components are interacting with this cooperation sets:
where K = {collision} and L = {transmit, ack, transmitB, ackB, collision}
Parameters
Inter-frame spacing is very specific in the IEEE 802.11, as it coordinates access to the medium to transmit frames. For convenience, each pair in this model has count backoff and end backoff actions with rates (p×µbck) and (q×µbck) respectively and we assume the values of p and q (q=1-p) are equal to 0.5. According to the 802.11b and g definition, the data rate per stream are (1, 2, 5.5, and 11) Mbits/s and (6, 9, 12, 18, 24, 36, 48, and 54) Mbits/s (see [8, 16] for more details). In this paper we considered 6, 12, 36 and 54 Mbits/s as a sample of data rates for 802.11g, these rates have been applied with each of the packet payload size (700, 900, 1000, 1200, 1400 and 1500) bytes. The packets per time unit for arrival and departure rate are λoc=100000 and µ=200000 respectively. In this model (µack) shows as a rate of ACK of packages, where µack=Channel throughput÷(Ack length=1 byte).
Inter-Frame Space (IFS)
In 802.11 before each frame transmits, the length of the IFS depends on the previous frame type, if noise occurs, the required (IFS ) is used. Possibly, if transmission of a particular frame ends and before another one starts the IFS applies a delay for the channel to stay clear. It is an essential idle period of time needed to ensure that other nodes may access the channel. The purpose of an IFS is to supply a waiting time for each frame transmission in a particular node, to allows the transmitted signal to reach another node (essential for listening). IEEE 802.11 have several IFS: SIFS, DIFS, EIFS and Slot time, see [8, 27] .
Short Inter-Frame Space (SIFS) SIFS is shortest IFS for highest priority transmissions used with DCF, measured by microseconds. It is important in 802.11 to better process a received frame. SIFS=10µs in 802.11b/g/n.
DCF Inter-Frame Space (DIFS) DIFS is a medium priority waiting time after SIFS and mcuh longer to monitor the medium. If the channel is idle again, the node waits for the DIFS. After the node determines that the channel is idle for a specific of time (DIFS ) then it waits for another (backoff ). DIFS = SIFS + (2 × (Slot time =20 µs in 802.11b/g/n)).
Extended Inter-Frame Space (EIFS) When the node can detect a signal and DIFS is not functioning during collision, the transmission node uses EIFS instead of DIFS, (used with erroneous frame transmission). It is the longest of IFS but has the lowest priority after DIFS. in DCF it can derive by: EIFS=SIFS+DIFS+transmission time(Ack-lowest basic rate).
Contention Window (CW)
A node waits to minimise any collision once experiments an idle channel with appropriate IFS (otherwise many waiting nodes might transmit simultaneously). In CSMA/CA, before sending any frame the node waits a random time backoff, it is selected by node from a Contention Window (CW ). A Node needs less waiting time if there is a short backoff period, so transmission will be faster too, unless there is a collision. Backoff is chosen in [0, CW ]. CW=CWmin for all nodes if a node successfully transmits a packet, then receives an ACK. In the not transmission case, the node deals another (backoff ), then the CW increases exponentially until it reaches CWmax. Finally, the CW resets to CWmin when the packet is received properly. CWmin=31 (802.11b), 15 (802.11g) and CWmax =1023 (for both 802.11b/g). CWmin augmented by 2n-1 on each retry. Backoff Time = (Random () mod (CW+1)) × Slot Time. If BackoffTimer=b, where b is a random integer, also CWmin ≤b≤ CWmax The mean of CW is calculated by: µbck=10 6 ÷ (Mean of CW × Time Slot). The mean of µbck=15 (for 802.11b), 7.5 (for 802.11g) and Time slot=20µs. The receiver sends an ACK if it gets a packet successfully, it is a precaution action to notify when collisions occur.
Data Rates
ACK send by receiver when it gets the packet successfully, it is precautions action when collisions occur. ACK in 802.11b protocol is deal with data rate ( We now use the model presented above to measure the utilisation, probability of transmission, throughput and collision probability. The channel utilisation rate for both pairs (A and B) is found by: Figure 3 shows the channel utilisation for 802.11b. We can see that for slow transmission speeds the channel is almost completely saturated, but for faster transmission there is a fair amount of unused capacity. This is because the interframe spaces are fixed for all transmission speeds and they have to be long enough to cope with the slowest transmission rate. Therefore in our model, which aims to show maximum utilisation for two nodes, the 1Mbps transmission is almost perfectly efficient at using the medium, whereas for faster transmission rates some capacity will be wasted due to waiting set for slower transmission. Clearly channel utilisation increases as the packet payload size increases. This is simply because the ratio between transmitting and waiting reduces as each transmission will take longer. A very similar profile is shown in Figure 4 for 802.11g, although the utilisation here is not quite as high. Again the slower transmission rates and longer frame lengths create more channel utilisation as the ratio between transmitting and waiting is increased. Figures 5 and 6 show the probability of transmission for 802.11b and g respectively. As one would expect, each graph shows a similar profile to the channel utilisation, but slightly reduced. What is slightly surprising here is that for the fastest shorted frames in 802.11g, only around 36% of capacity is being used successfully.
Channel throughput is shown in Figures 7 and 8 . Throughput for both pairs decreases as the packet payload size increases. However, we clearly see that the faster the transmission rate the higher the throughput, despite the lower transmission probability we observed in Figures 5 and 6 . Quite clearly the fast transmission rates allow more data to be sent in less time, despite the apparent inefficiencies of the IFS at higher rates. Finally we consider the probability of collision in Figures 9 and 10 . Again we see very similar profiles for 802.11b and 802.11g. Here we observe that the probability of collision is much greater for slow transmission speeds, which also helps to explain some of the lower throughput we observed in Figures 7 and 8 . Slightly counter-intuitively the collision probability reduces as frame length increases. One might think that longer transmissions are more likely to be interrupted by a transmission from a hidden node, but this does not seem to be the case. One reason for this is that at this high load more short frames are being transmitted than long ones, so there are more frames which can collide. This effect is particularly noticeable when the transmission speed is relatively low. When the transmission speed is high the ratio between transmission and waiting (IFS) is relatively low (hence the lower channel utilisation that we already observed), hence there is more time when the other node is not transmitting and so the chance of collision is reduced. In this case the difference between long and short frames makes much less difference than when the transmission rate is low.
Conclusion
In this paper, we have analysed the performance modelling in the IEEE 802.11b/g using PEPA by studying on the hidden nodes scenario. These results help us to better understand the performance of these protocols. In our scenario each node attempts to transmit whenever it is able, but collision occurs with a proportion of messages because the nodes are hidden from each other. Hence the maximum throughput is limited by the occurrence of collisions, the efficiency of the backoff process and the need to retransmit data and acknowledgements. The waiting times introduced by the IFS are tuned to work for the slowest transmission speeds in each version of the protocol. As such the maximum utilisation is achieved when the transmission is slowest. However, we also observe that slow transmission results in more collisions and hence the maximum throughput is far greater when the transmission rate is faster. In essence, faster transmission allows more data to be transmitted in less time with fewer collisions. Faster transmission is also shown to be less susceptible to variation in the collision probability with frame size. This observation leads us to speculate whether a lower collision rate might be achieved for slow transmission rates if the IFS periods were longer. This remains a question for future investigation.
In the next obvious future work, we will consider to study additional topological scenarios with more recent wireless protocols. The next step is to study IEEE 802.11n, including measures aimed at reducing the use of inter-frame spacing to increase its performance. We have observed here and in our previous work on 802.11b and g, inter-frame spacing is advantageous at reducing collisions and promoting fairness. Hence it seems reasonable to speculate that reducing the use of inter-frame spacing might in fact increase collisions from hidden nodes and increase problems of unfairness. However we may also speculate that (as we have observed here) overall throughput might be increased.
